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Building Out 
Carlsbad’s 
Industrial Base
REAL ESTATE: Techbilt 
Launches New Projects

 � By RAY HUARD

The Techbilt Companies, a fami-
ly-owned commercial real estate and 
housing developer based in Loma Portal, 
is starting a series of  construction proj-
ects that will cover much of the remain-
ing industrial land in Carlsbad.

“There are a few places here and there, 
but there’s not very much left,” said Ted 
Tchang, president and CEO of Techbilt.

“Like anything, real estate is cyclical. Right 
now, it’s as strong as I’ve ever seen it in my 
career,” Tchang said. “As the Carlsbad mar-
ket has matured, we’ve seen the average 

Whimsical Messages Help Draw 
Curious to Hotel Row Property

TOURISM: Historic Town & Country Resort Gets $100M Makeover
 � By RAY HUARD

Before it underwent a $100 million ren-
ovation, the Town & Country hotel in 
Mission Valley was attracting notices that 
did little to attract guests.

“The hotel was not in the best of shape 

and social media wasn’t exactly kind to 
us,” said April Shute, who has been vice 
president and managing director of Town 
& Country since January 2017.

“We thought, well, let’s try to change 
what people were talking about,” Shute 
said. “We decided let’s just do stupid signs 

every week and see what happens.”
One of the first postings on the hotel 

marque read “Welcome archery tourna-
ment, free ear piercings.”

“People stopped to get their ears pierced,” 
Shute said. The hotel didn’t do ear piercing, 
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Experts Offer Solutions to Cyber Threats
TECHNOLOGY: SDBJ, CCOE Host a Panel Discussion

 � By BRAD GRAVES

Anyone doing business in 2022 needs 
a certain talent.

Call it internet savvy.
It’s something that mixes technical 

know-how, street smarts and a lot of 
heart.

In 2022, every business — from the 
largest tech conglomerate to the smallest 
startup — is a digital business. As such, it 
needs to care about cybersecurity. 

Cybersecurity is now everyone’s busi-
ness, said Lisa Easterly, president and 

CEO of the Cyber Center of 
Excellence (CCOE) in San Di-
ego.

CCOE joined the San Diego 
Business Journal this month 
for the first installment of  a 
four-part series called Cyber 
Trends 2022. The series will 
culminate with a cybersecu-
rity stewardship awards pro-
gram in the fall.

A video of the first cyber 
panel discussion is available 
on the San Diego Business 

Journal website at www.sdbj.
com. It is also posted on You-
Tube at https://www.youtube.
com/watch?v=7PoiNOanGZw

The discussion brought to-
gether three panelists with 
hands-on experience and deep 
insight into the cybersecurity 
landscape. They are Sai Huda, 
CEO of CyberCatch; Andre 
Polakoff, founder and chief 
technology officer of Search-
Bug Inc.; and Miguel Sampo, 

 ¨Town & Country page 10

Banner Year 
for Seismic 
SOFTWARE: Robust 
Revenue Tops $280M

 � By JEFF CLEMETSON 

Earlier this month, Seismic announced 
another banner year for the company, 
with revenues in 
excess of  $280 
million for its fis-
cal year ending 
Jan. 31, 2022. 

Along with a 
50% increase in 
annual revenue 
run rate year over 
year and its best 
quarter in compa-
ny history, on Feb. 
3 Seismic report-
ed robust growth 
across its customer base, people and in-
ternational footprint, including:
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senior director of  RiskRecon, a Master-
card Company.

A Look Ahead 
The four spoke about the biggest cyberse-

curity risks and challenges for the coming year. 
It’s going to be a big year, they said.
One of their main points was that small 

and medium-sized businesses will face chal-
lenges just like their bigger counterparts.

The good news is that there are steps that 
every business can take to build cyber hygiene.

On top of that, technology can lend a hand 
in the cybersecurity fight, specifically with new 
forms of automation.

Not to be overlooked are supply chain re-
lationships between companies. Bad actors 
seem to find ways to exploit those relation-
ships to make money.

Awareness of that fact is a good first step 
in fighting the bad guys.

The Cybersecurity Landscape
Easterly kicked off the conversation by not-

ing that the FBI is reporting a 300% increase 
in cybercrimes across all industries during the 
two years of the pandemic. By now, the aver-
age cost of a data breach has climbed to more 
than $4 million. 

More than half of the attacks are aimed at 
small and medium sized businesses — which 
are the engine of many regional economies, in-
cluding San Diego’s.

This is all happening during a time when 
companies, even governments, are shorthand-
ed. There is a global shortage of cyber profes-
sionals to thwart these attacks. “It becomes 
mission critical to address the systemic risk,” 
Easterly said.

The good news is that San Diego is leading 
the charge with more than 870 cyber firms, as 
well as the U.S. Navy’s Naval Information War-
fare Systems Command.

San Diego’s cybersecurity cluster now ac-
counts for more than 24,000 jobs and has a 
total economic impact of $3.5 billion. The fig-
ure is equal to hosting nine Super Bowls or 23 
Comic-Cons annually. 

This collaborative ecosystem is develop-
ing new technologies, defenses and cyber 
warriors to go up against this ever-evolving 
threat landscape. 

In the News
After introducing the panelists, Easterly 

spoke of the large scale cyberattacks that 
have taken place since the beginning of the 
coronavirus pandemic. Colonial Pipeline, Ka-
seya and Solar Winds made headlines in the 
mainstream media.

The news comes during an era when hos-
tilities between nations often include cyber-
attacks. We in the United States have the po-
tential to feel that, “not directly but indirectly,” 
said Sai Huda.

“I’ll point to what happened five years 
ago with NotPetya,” he said. “If anybody 
remembers, it was one of the worst attacks 
faced globally. And over $10 billion in losses 
happened from that ransomware. And what 

happened there was a Russian group, backed 
by the government of Russia, went after an 
accounting software company in Ukraine be-
cause they had a lot of government custom-
ers in Ukraine. And what they wanted to do 
was infect that company with ransomware, 
which they did in its software update process.”

The software was able to encrypt the boot 
of a computer irreversibly. The goal was to 
stop operations, wipe out data and cause 
damage.

An unintended consequence of that, 
Huda said, was that thousands of compa-
nies throughout the world, especially in the 
United States, were impacted because they 
were also customers of that accounting soft-
ware company. “And those folks suffered 

significant damages from not being able to 
recover from the ransomware for days, weeks 
and months.”

As of Feb. 14, the day of the panel dis-
cussion, U.S. government agencies were tell-
ing organizations to beware of what’s going 
on with the hostilities between Russia and 
Ukraine, Huda said. There may be ripple ef-
fects, he said.

“Every single organization in the United 
States must take this seriously,” Huda said.

Woes With Old Software
Hackers do their work by taking advan-

tage of vulnerabilities in certain software, 
which brought Huda to a point about a sec-
ond threat. Criminal gangs and governments, 
he said, are exploiting older and “lower score” 
vulnerabilities to software.

Software vulnerabilities are assigned a 
score by the U.S. government’s National Vul-
nerability Database. People pay most atten-
tion to the worst of the vulnerabilities, with 
scores of 9 or 10, when it comes time to patch 
software. Many organizations with limited 
resources don’t get around to patching soft-
ware with lower-score vulnerabilities.

“I predict, unfortunately, that 2022 will be 
a year where there’ll be a lot more of those 
exploits,” Huda said.

Huda also spoke about CyberCatch’s own, 
recently published research. The company ex-
amined the public-facing parts of the inter-
net at 21,850 small and mid-sized businesses 
in the United States and Canada, and found 
an alarming number of businesses vulnera-
ble to hacker techniques such as “Spoofing,” 

“Clickjacking” and “Sniffing.”

‘We’ve Seen It All’
Easterly then turned to Andre Polakoff 

and asked about possible threats to small and 
medium-sized businesses — observing that 
small business owners have plenty of other 
challenges, such as digital transformation and 
economic uncertainty. Why, she continued, 
are small businesses being targeted?

Polakoff noted that hackers are interested 
in stealing credit card information and pass-
words. Such information can be sold on the 
black market. Password information is es-
pecially valuable because people frequent-
ly use the same passwords on multiple ac-
counts, he said.

Small businesses are attractive targets, he 
said, because they have minimal resources. 

Sai Huda is the founder, chairman and CEO of 
San Diego-based CyberCatch. He is a globally 
recognized risk and cybersecurity expert and 
the author of the best-selling book, “Next Level 
Cybersecurity” and a frequent keynote speaker 
at industry conferences. He was previously 
the founder and CEO of Compliance Coach, 
an innovative compliance risk management 
software as a service (SaaS) company, which 
was acquired by FIS, a Fortune 500 company. 
He also led the inaugural training program for 
Consumer Financial Protection Bureau (CFPB) 
examiners. He serves as an advisory board 
member for the Cyber Center of Excellence 
(CCOE) and the CIO Strategy Council.

SAI HUDA

Lisa Easterly became president and CEO of 
the San Diego Cyber Center of Excellence in 
2021 after serving as chief operating officer and 
strategic adviser since 2014. The organization 
promotes regional planning, programming 
and best practices in cybersecurity, bringing 
together academia, industry and government, 
including federal law enforcement and the 
military. Previously Easterly was vice president 
of marketing and senior adviser with the San 
Diego Regional Economic Development Corp. 
and a founding member of Cleantech San Diego. 
Prior to that, she held business development 
jobs with San Diego area law firms. Easterly 
received her MBA from the University of Florida.

LISA EASTERLY

Andre Polakoff is an information technology 
services professional with 25 years of 
experience in implementing enterprise 
systems for human resources.   He has 
developed innovative technology solutions that 
increased the efficiency of business processes 
and achieved multimillion-dollar savings for 
prominent U.S. and global companies. He 
is also founder and CTO of SearchBug, an 
online B2B company in Carlsbad that he 
started while working at Rockefeller University 
in 1995. Originally called search-it-all.com and 
renamed in 2000, SearchBug helps businesses 
and consumers find the contact information they 
need. Polakoff has a Ph.D. in molecular biology.

ANDRE POLAKOFF

Miguel Sampo is senior director with 
RiskRecon, a MasterCard Company. He 
has more than 20 years of professional 
cybersecurity experience working with 
Fortune 100-1000 organizations. He is a 
strategic thinker with strong technical skills 
mirrored with the capability for problem 
solving and building solutions. He has 
proven experience on every side of “the 
business” from sales, sales engineering, 
product management, to business 
development, which has provided him with 
broad business and technology industry 
acumen. He is a member of the Cyber 
Center of Excellence (CCOE) board.

MIGUEL SAMPO

THE PANELISTSMODERATOR

Complaints to the FBI’s Internet 
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Find and fix your
cybersecurity deficiencies
before attackers exploit them.

CyberCatch was founded to solve the 
cybersecurity problem faced world-wide: 
bad guys keep breaking in, stealing 
valuable data or infecting ransomware 
because of missing or broken controls. 

The CyberCatch SaaS platform makes sure 
you implement the necessary controls, then you implement the necessary controls, then 
it automatically and continuously tests the 
controls to find and fix control failures 
promptly, so you can stay safe from attackers.

CyberCatch eliminates 
the root cause of data 
theft and ransomware: 

security holes.

CONTACT US

TEST. FIX. SECURE.
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They may outsource website development 
and not emphasize security in their website 
design. They might leave password or cred-
it card information in plain text — which is 
easier for a would-be hacker to use once it 
is in hand.

“If your business is providing some valu-
able service information, you will be a target,” 
he also said. His business deals in consumer 
data that people in the outside world would 
like to get for free.

Hackers using stolen credit cards can cause 
multiple headaches for a business. Card pro-
cessors can charge fees, “and you can even 
be banned by a processor.”

Polakoff recalled that 15 years ago, one 
big financial services company “called us one 
day and said because of the high chargeback 
rates, your business account has been closed 
and you can no longer accept credit cards.”

It was very sudden, he recalled. “And 
there was no advance notice, [no way] we 
could negotiate. And all of a sudden, be-
cause of the high chargebacks we got, we 
were out of business, couldn’t collect any 
revenue until we built a new integration 
with another provider.”

Another common way hackers can access 
a website is through a technique called SQL 
injection.

“Basically what they do, they manipulate 
query strings, or they put something in the 
forms, and they do it in an automated way 
to trick your database that you’re not only 
searching for a customer order — but also 
show me additional information, how your 
database is structured. And so once they find 
what database you use … then they try to ma-
nipulate it.” A hacker can attempt to get ad-
ministrative access, or to get services for free.

The password reset function of a website 
can be “tricky” feature and a potential prob-
lem, he said.

“We ‘ve seen it all,” Polakoff said with a 
weary laugh.

Links in the Supply Chain 
None of this happens in a vacuum. Today, 

business computer systems are connected to 
other business computer systems (a fact that 
has worried the Pentagon, for one, about the 
vulnerability of defense contractors to hack-
ers).

Many of San Diego’s small businesses are 
part of much larger supply chains, Easterly 
observed. The businesses are “part of these 
key sectors like life sciences, tourism and de-
fense.” She then asked Miguel Sampo about 
supply chain risk, and how the business com-
munity might create greater resiliency. 

“I work for MasterCard and we see all sorts 
of stuff,” Sampo said.

San Diego has a diverse economy, he said. 
“We’ve got the military here, defense, we’ve 
got financial  institutions, manufacturing, 
we’re a border town right next to Mexico, 
we’ve got retail, huge tourism and hospital-
ity [businesses]. … Attackers aren’t necessar-
ily just picking one or the other,” he said. “If  
you’ve got information, it’s going to make 
[you] a target.”

When hackers choose a target, they are 
asking themselves, “Which is the weak actor? 

Which is the one that’s not protecting them-
selves?”

Sampo’s business — RiskRecon, a Mas-
terCard Company — uses its technology to 
go out and understand which is the weak link 
in the chain.

“The days of just having great antivirus and 
a great firewall? Those days are long gone,” 
he said. “That’s a product of the ’90s. You 

not only have to worry about protecting your 
castle, but you have to also worry about pro-
tecting yourself [and] who you’re doing busi-
ness with. 

 “Who are these supply chains? Who are 
these vendors and what do they look like?” 
Sampo asked. “Because if an attack was to 
come through one of those vendors and 
make their way into me, how do I protect 
myself from that? How do I make sure that 
my vendor is doing all the right things to 
keep me protected as well?”

He introduced the term TPRM — Third 
Party Risk Management.

“I’m seeing contracts being written that 
when Company A is going to do business 
with Company B, there’s language that’s 
going in now that says, ‘If you’re going to 
do business with me, we use a vendor risk 
management tool, … a TPRM tool that 
we use regularly. And we run scans and 
assessments. If you want to continue to 
do business with [us], we’re going to ask 
that you maintain a certain grade, a cer-
tain level of hygiene.’

“So when you ask me about the resiliency, 
it’s about collaboration,” Sampo said. “It’s 
about holding your vendors accountable, un-
derstanding how [they are] securing their in-
frastructure, their assets.”

Action Items
Easterly thanked the panel members 

who participate in regional resiliency 
programs, such as those that CCOE has 

undertaken with the cities of  Carlsbad 
and Vista.

She then asked panelists about steps 
every business can take to help mitigate 
the risks they have discussed.

“Every business must recognize that 
they really are a digital business,” said 
Sai Huda. “Who doesn’t have a website 
these days? Who doesn’t use email? Who 
doesn’t have a provider that stores data for 
them on the cloud or on their network?”

As digital business, he said, they have 
cyber risk, which is the risk that an attack-
er will break in. “They’ll break in either 
through an employee by fooling them with 
a phishing email or having them download 
malware, allowing the access, or they will 
break in from outside.”

They are either trying to steal data, or 
infect a system with ransomware so they 
can demand a payment.

Huda delved into the topic while re-
searching his book, “Next Level Cyber-
security.”

Five Steps
While tracing hundreds of hacks for “Next 

Level Cybersecurity,” Huda saw a pattern. 
“What I discovered is that there are going to 
be signals” — signals that business people 
can pick up on, telling them there is trou-
ble ahead. 

He lays out 15 signals in the book. Some 
are very technical.

There are also five steps that every at-
tacker goes through. 

“It’s just the way the process is.”
The first step is reconnaissance. “The 

attackers will examine you from the out-
side and your suppliers. Then once they 
figure out how to break in, they’ll break in. 
That’s the intrusion step, the second step. 
The third step is then lateral movement. 
Once they’re inside your local area net-
work or your cloud, they’re going to move 
on. They have got to find out: Where is the 
data? Where are the crown jewels?”

Step four is command and control, 
“which is where they want to figure out 
a way to either inject the ransomware or 
extract the data. So they’re going to try 
to connect up with one of  their servers 
outside, undiscovered. And then, finally, 
the bad deed, which is either exfiltration 
or ransomware infection.”

The Crown Jewels in the Tower
Knowing this, an executive who has not 

yet updated a company cybersecurity 
plan has a good set of  questions to be-
gin with: 

Where are my crown jewels? What are 
my crown jewels? And what controls do 
I have in place to prevent, detect and 
respond to an event?

What is our current posture? What 
are the gaps? What are the blind spots? 
And how do I mitigate all that?

The point is to get to a stronger cyber 
risk posture, Huda said. That, howev-
er, is not the end of  the exercise. “Then 
you’ve got to continually test those con-
trols to make sure nothing is broken, or 
is ineffective, or is missing. And then 
if  you find that [something] is missing 
or broken or ineffective, then fix them. 
That’s what we do at CyberCatch. We 
help businesses implement their nec-
essary controls and then continuously 
test them with our platform. We find 
the holes so attackers cannot find them 
and exploit them,”

Huda also recommends companies 
do a tabletop exercise and run through 
a scenario like ransomware — again, 
to find gaps and blind spots, and to 
mitigate them. “So when the real nas-
ty thing happens, you’re not going to 
be suffering a big damage and be able 
to quickly recover. [So you are] able 
to find things like, ‘Oh, guess what? I 
have some backup files that are labeled 
dot-BAC. So the ransomware can easily 
scan and find them and encrypt them.’

If  backup files are offline and off-site, 
how easy is it to put them back up? If  

$250 Billion

$150 Billion

$50 Billion

$200 Billion

$100 Billion

0
2017 2021 2024 2026 2028 20312015

$2
65

 B
ill

io
n

$1
57

 B
ill

io
n

$7
1.

5 
Bi

lli
on

$4
2 

Bi
lli

on

$2
0 

Bi
lli

on

$5
 B

ill
io

n

$3
25

 M
ill

io
n

SPOOFING CLICKJACKING SNIFFING

Global Ransomware Damage Costs

Business Vulnerabilities 
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20,000 SMBs spread across 10 SMB segments in the United 
States were randomly sampled, and following rates of 

Vulnerabilities were detected:

Source: Cybersecurity Ventures  

Source: SMBVR (Small and Medium Sized Business Vulnerabilities
Report, CyberCatch, Q4 2021

$250 Billion

$150 Billion

$50 Billion

$200 Billion

$100 Billion

0
2017 2021 2024 2026 2028 20312015

$2
65

 B
ill

io
n

$1
57

 B
ill

io
n

$7
1.

5 
Bi

lli
on

$4
2 

Bi
lli

on

$2
0 

Bi
lli

on

$5
 B

ill
io

n

$3
25

 M
ill

io
n

SPOOFING CLICKJACKING SNIFFING

Global Ransomware Damage Costs

Business Vulnerabilities 

32.77%
6,553 OUT
OF 20,000
SAMPLED

27.94%
5,558 OUT
OF 20,000
SAMPLED

10.57%
2,114 OUT
OF 20,000
SAMPLED

20,000 SMBs spread across 10 SMB segments in the United 
States were randomly sampled, and following rates of 

Vulnerabilities were detected:

Source: Cybersecurity Ventures  

Source: SMBVR (Small and Medium Sized Business Vulnerabilities
Report, CyberCatch, Q4 2021

In his book Next Level Cybersecurity, Sai Huda, 
explains the cyber a� ack chain comprised of 
fi ve common steps in a hack and reveals 15 sig-
nals of a� ackers if detected early in the cyber 
a� ack chain can stop a hack. Here are 5 of the 
15 signals:
 Remote Desktop Protocol (RDP) anomalies
 Abnormal logons
 Server Message Block (SMB) anomalies
 Deleti on of backup fi les
 Unusual logs behavior
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it’s not easy, a business has a problem.
“So all those little chinks in the armor 

you can find in a tabletop exercise, and then 
you’re better prepared. So that’s a really 
good MIS risk mitigation tool that I would 
recommend to every single organization.”

Adding AI to the Mix
“You don’t want to be having this con-

versation in the middle of  the attack,” 
Easterly said. 

Yet she noted that many companies 
“don’t even know where to start” their cy-
bersecurity journey. She then asked Miguel 
Sampo to discuss how technology might 
help IT professionals, given the global 
shortage of cybersecurity professionals.

“I’m a big believer in this thing called 
AI — artificial intelligence,” Sampo said. 
“How do we do more with less in a world 
where manpower is becoming very expen-
sive? There’s a shortage of cybersecurity 
professionals. The way to do this is lever-
age technology.”

An example of such technology is the 
RiskRecon platform.

“For example, you don’t need to add 
more heads,” Sampo said. “This is not a 
scenario where you need 15 people run-
ning a team, eyes on glass, 24 by seven. You 
can leverage technology. Like in our case, 
it would be RiskRecon, a platform that 
will go out and scan the internet, just like 
the bad guys do. We scan the internet for 
these publicly facing machines and servers, 
understand where are there machines that 
are vulnerable machines that haven’t been 
patched, where somebody hasn’t done due 
diligence, and making sure that the ma-
chines are taken care of.

“I believe [that] leveraging AI is a great 
return for organizations. You can now 
take heads that you may have allocated to-
wards this project, use the technology and 
reallocate those heads to other pertinent 
pieces of your IT, or other parts of your 
business to give you a significant return.” 

Such technology can alert a company 
representative when there is anomalous be-
havior or a suspicious change, he said. “For 
example, with RiskRecon, you have scor-
ing. If you are monitoring a set of vendors 
and you want them all to maintain a cer-
tain level of grade, and you see that grade 
fall, you get an alert. Now you can go look 
at it and say, ‘Oh, what’s happened here? 
Maybe I’ve got to keep my eyes on this guy 
or guys or gals and see what’s going on.

“I’m a big believer and I love the whole 
AI piece,” he continued. “I think more and 
more, we’re going to see more AI tech-
nology-driven platforms becoming main-
stream.” 

The Human Element of AI
Easterly noted that CCOE recently 

conducted a study with the San Diego 
Regional Economic Development Cor-
poration, and found that San Diego’s 
cyber industry is employing AI at three 
times the rate of  any other industry. 

“And the good news is this is not eat-
ing jobs,” she said. “We’re actually see-
ing considerable growth within the in-
dustry from a jobs perspective. What 
it’s actually doing is providing oppor-
tunities for expansion and growth. And 
that’s at that mid-level, allowing us to 
evolve some of  these IT roles and cy-
ber roles, while then still being able to 
open those positions to this pipeline 
[of  talented people] coming in.

“So, AI is a great opportunity for 
growth within this industry.”

She then turned to SearchBug’s An-
dre Polakoff, and asked how a small tech 
company might deal with cyber threats.

Getting Help From Big Tech
“My first advice would be minimize 

exposure,” Polakoff  said. “So just look 
at data that you have that is sensitive or 
could be a target, and encrypt it — at 
least. Back it up and encrypt it: pass-
words, credit cards, any other sensitive 
information. So that’s the primary ar-
eas of  concern. 

“There are even better options for pass-
words and credit cards. Don’t store them 
on your servers. There are ways to do 
that. Like we added log in with Google, 
log in with Facebook, log in with Linke-
dIn. So this way we authenticate a user 
at Google or LinkedIn. ... And we trust 
LinkedIn that this is that business ac-
count. They don’t need to provide a pass-
word on SearchBug, and their passwords 
will not be stored.” Companies such as 

Google or Facebook are protecting your 
company, he said: “They’re not sharing 
any information except that you are [you]; 
they authenticated you.  

For payment processing, he recom-
mended solutions from companies such 
as Stripe or Braintree. “They provide you 
with easy code you put on your website 
and this small window is connected di-
rectly to the credit card provider — so 
the credit card number never touches your 
servers” and there are no worries about 
credit card theft.

Polakoff  also recommended analyzing 
logs to see if  a hacker is snooping. “They 
may not know what technology a website 
is, what kind of  databases you use. So 
they will try to use different commands 
that go with the different operating sys-
tems and whatever — to see if  a website 
responds.”

Watch out if  you see someone trying 
to access pages that don’t exist on your 
website, or are related to a completely 
different technology. 

“Know those footprints,” he said.
He turned again to what he called his 

favorite topic: SQL injections.
“We got hit really hard many years ago. 

Nothing was stolen, but we saw all the 
effort that was put in. So what did I do? 
I went on the internet and found SQL 
injection tutorials.”

Using that, the entrepreneur built a li-
brary of  keywords that attackers use to 
probe and attack a site. Now, if  an out-
sider tries to use a certain keyword, Pola-
koff  knows to block the IP address.

He also noted that SearchBug can give 
the business community a sense of wheth-
er the people they do business with are 
legitimate. SearchBug can verify wheth-
er certain names go with certain phone 
numbers or addresses; whether emails 

are fake; or whether phone numbers are 
active.

“My main point is just, you have to stay 
vigilant and stay proactive,” Polakoff said. 

“Like if  something happens, don’t let it 
go by. See why it happens. It could have 
been an attempt to penetrate your web-
site. Pay attention to details and thor-
oughly analyze what happens, because 
you may find something that you can fix.”

Closing the Loop
Asked for final thoughts on the risk land-

scape and possible solutions, panelists had 
this to say:

Sampo said the risk landscape is changing. 
Adversaries are becoming more sophisticated, 
and changing all the time.

“Is it going to be possible to stay in front of 
the bad guys? Probably not,” he said. “The 
bad guys are always going to have a leg up, 
but understanding and protecting yourself  
and invoking mechanisms — Andre laid 
out multifactor authentication — and us-
ing things like AI, using new technologies to 
stay out in front as much as we can, is going 
to be critical.”

“I can’t tell you how many times I have 
conversations where a small company says, 
‘We’re not that big. We don’t need that. We 
don’t have to worry about that.’ And then 
six months later they’re calling because they 
have a problem.”

Companies might be forced to beef up 
their security because they can’t get insur-
ance otherwise, he added.

Huda said cyber vulnerability is becoming 
an “existential threat.” He recounted the sto-
ry of a small medical practice that fell prey to 
ransomware. A doctor tried to tell the hack-
ers the business was saving lives. “The attack-
ers laughed and said, so what, you got to pay,” 
Huda said. “The doctor said, no, we’re not 
going to pay you.” In the end, the practice 
shut down.

The threat is real, Polakoff said.
“If it didn’t happen to you, it will happen 

to you.”
Some intruders prefer to break in and 

leave the door open so they can strike lat-
er, he noted.

Business owners need to talk to their IT 
staff and ask questions about potential vul-
nerabilities, he said. If nothing else, it lets the 
IT staff know the top people at the organiza-
tion feel strongly about the topic. 

There is outside help available, he also said.
A good resource is the Cyber Center 

of  Excellence, Easterly said. “We have 
a tremendous plethora of  resources on 
our website, SDCCOE.org, that are all 
free. And we can provide connectivity into 
this tremendous ecosystem” of San Diego 
companies, she added.

That ecosystem includes companies 
such as CyberCatch, RiskRecon and 
SearchBug.

More cyber panels are scheduled for lat-
er in the year. �

Ripple Event Cost

This image shows the average cost of 
a multi-party data breach vs. a single-
party data breach. Multi-party data 
breaches cost firms nearly 10x more 
than single-party events.

Source: RiskRecon

This graphic shows the areas in which organizations that have been hit by a ransomware attack actually got worse since their event.

Source: RiskRecon
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WHO IS SEARCHBUG?

HOW CAN WE HELP?

Andre Polakoff, PhD
Founder & CTO, Searchbug, Inc. 
2022 SDBJ CYBER SECURITY PANELAn e-commerce data provider with over two decades of

experience. Located in Carlsbad, CA, Searchbug.com
solves personal contact data problems for businesses of
all sizes. 

We verify, augment, protect, and enhance consumer data so you
can rely on valid and accurate leads, CRM, and customer contact
information to protect you from bad data. #baddatabadbiz

Ensure Email Addresses are not 
fake, spam traps, or malicious so 
your emails are delivered to 
inboxes and your MX server or 
domain isn't blacklisted.

Verify and Match customer phone,
name, and address information so
you can be protected against bad
actors.

Identify Active Phone Numbers in
real-time so you know your leads or
customer phone numbers are real.

Real-Time APIs protect you from
chargebacks, fraud, and can help
ensure accurate and valid contact info
is added to your database and CRM.

Data Solutions are available as
individual searches, via API, or via
bulk file uploads on a pay-per-use
basis without any contracts or
subscriptions.

A FEW LOCAL CLIENTS
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We invite you to join us in advancing the region’s cyber 
workforce, infrastructure and global market share for 
a robust industry that already supplies 24,350 jobs 
and invests $3.5 billion into San Diego’s economy.

Get involved at sdccoe.org.

HELP SAN DIEGO LEAD 
THE CYBER CHARGE

Lisa Easterly, CCOE President & CEO

The Cyber Center of Excellence (CCOE) is a 
nonprofit that supports the growth of the cyber 
industry, promotes cybersecurity in San Diego and 
provides a template to mobilize other regions.
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